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What changed (on the surface)?

2 blog.google/prod

Google TheKeyword — Loesisiories  Productupdates - Compnynews v a

GMAIL

New Gmail protections for a safer,
less spammy inbox

Starting in 2024, we'll require bulk senders to authenticate their emails, allow for easy unsubscription and stay under a

reported spam threshold.
Oct 03,2023 - 2 min read

0 Neil Kumaran <& Share
Group Product Manager, Gmail Security & Trust
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The new bare minimum

e Authentication: SPF, DKIM, and DMARC required

e Unsubscribes: Senders must provide a one-click unsubscribe
option.

e Spam Complaints: Senders should aim for a low spam

complaint rate, ideally less than 0.3%.
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Quick Authentication Check

[eting mistakes to avoid Inbox x  EmailToolTester x 2
Tooltester 23Nov2023,17:54 % €
“ Reply
<« Reply to all
Forward

= Filter messages like this

emailtcoltester

Print

Delete this message

Hi Robert, i
Block "Robert from EmailTooltester”

Report spam
Have you sent your first newsletter yet?

« @ OO & @

Report phishing

, <> Show original
If not, don't worry. It usually takes a while to get everything se

Download message

[«

suitable topics to write about.
Bg Translate message

Keep in mind that there are some common mistakes that many . MarkasOnread

make when sending newsletters. This article describes what these mistakes

EmailTooltester.com
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Quick Authentication Check

Original message

Message ID
Created on:
From:

To:

Subject:
SPF:

DKIM:

DMARC:

<e4873f72-809a-4ce5-8e42-4ae24813fa74@smtp-relay.sendinblue.com>
23 November 2023 at 17:54 (Delivered after 1 second)

Robert from EmailTooltester <contact@emailtooltester.com>
robert+14nov@emailtooltester.com

7 email marketing mistakes to avoid

PASS with IP 77.32.148.247 Learn more

'PASS' with domain emailtooltester.com Learn more

'PASS' Learn more




Why Email Authentication?

Important News - PREVIEW (Bxdemal: 5 inbox x ar

@ Joe Biden - President of the United States joe.biden@whitehouse.gov via 5865.c.crsend.com 1555 (O minutesago) vy €

@  torobert v

THE WHITE HOUSE

WASHINGTON

Dear Robert,

It's Joe Biden, the president of the United States. | know you probably didn't expect an email from me,
But | important news to share with the people of Spain.

I talked to the EU parliament yesterday — this hasn't gone out to the press yet — and we are planning
have the United States added as the 20th member state, replacing Great Britain.

We will adopt the Euro as our main currency and will also grant freedom of movements and goods with
all member states, also joining the Erasmus programme.

1hope the people from the United States wil have your full support in this exciting time!

Sincerly yours,

%ﬂ««#

Joe Biden - 46th President of the United States

EmailTooltester.com Email Authentication Explained: https://www.youtube.com/watch?v=ZnKRbrLHHxs
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Setup Inraisin

eoe M- <

.
H G | Set Event: M: u R gt E: t Dat;
ra !SI n ome eneral Setup vents anage Users eports xport Data

General Setup
Organization Profile
Tax Receipt
Invoice Settings

@ admin.akaraisin.com ¢

System Settings

Manage various settings for Organization. Domains for emails, etc.

Registered Domain Names

Domain Name DKIM Selector

rs-em-2

Revenue
Manage Funds
Manage Payment Accounts
Package Codes
Billing Reports

Shared Content
Default Message Templates
Manage eCards
Manage Printed Cards
GD/PFP eCards
GD/PFP eCard Messages

Prefix Type Value PrefixDesc Description
Security Management v spfl The SPF record version
Admin Users/Groups & ip4 173.239.137.210 Pass. Match if IP is in the given range.
TR + ipd 173.239.137.211 pass Match if 1P is in the given range.
Account Types + ip4 70.54.239.18 Pass Match if IP is in the given range.
Permission Levels + ip4 216.220.37.145 Pass Match if IP is in the given range.
Action Groips + ipd 216.220.56.254 Pass Match if IP is in the given range.
+ ip4 66.207.193.126 Pass. Match if IP is in the given range.
Maintenance + ipd 69.46.109.213 Pass Match if IP is in the given range.
Exports + ip4 69.46.109.212 Pass. Match if IP is in the given range.
Move Donation + ip4 199.243.240.178 Pass Match if IP is in the given range.
Config Settings + ip4 75.98.195.110 Pass Match if IP is in the given range.
System Settings + ip4 216.220.56.174 Pass Match if IP is in the given range.
Modules & Connectors & mx Pass Match if 1P is one of the MX hosts for given domain name.
+ a tomts47.bellnexxia.net Pass. Match if IP has a DNS 'A’ record in given domain.
3rd Party Integration + a smtp.akanewmedia.com Pass Match if IP has a DNS A’ record in given domain.
Google * include  media2.akaraisin.com Pass The specified domain is searched for an 'allow'.
MailChimp % include 537388.spf08.hubspotemail.net Pass The specified domain is searched for an ‘allow'.
Double the Donation + include _ spf.protecti itlook.com Pass The specified domain is searched for an 'allow’.

akaraisin.com default
friendlyanimals.com

Add new Domain Name to verify:

Verified On

Verify | Remove

Verify | Remove

June 24, 2024, 10:04 PN Pending Verify | Remove

DKIM Selector:

spf:akanewmedia.com:3.98.82.165

v=spfl ip4:173.239.137.210 ip4:173.239.137.211 ip4:70.54.239.18 ip4:216.220.37.145 ip4:216.220.56.254 ip4:¢




DMARC Policies

DMARC Record Generator

Create a valid DMARC record in a few clicks to use it in your DNS.

Domain *

emailtooltester.com

Policy type

© None (monitoring) Quarantine Reject

Aggregate reports send to *

-+ Add RUA Address

Failure reports send to

-+ Add RUF Address

© v=DMARC1; p=quarantine; rua=mailto:dptalej8@ag.eu.dmarcadvisor.com

EmailTooltester.com



Use a DMARC Monitoring Tool

<& EASYDMARC  Products - Tools-  Pricing  Resources - MSPProgram  Enterprise signin @DMARCADVISOR

Free DMARC Tools ¥ DMARC Services v Pricing  Resources v Company v Contact ===

DMARC
Made Simple

‘Your one-stop solution for all things DMARC,

Solve email security and deliverabiliy issues Ana Iyze Your
i just a few clicks with our DMARC service. ., .
Domain’s Security

Start DMARC Journey
J Identify email problems and implement necessary fixes g
without expert knowledge and risk. -« \V4| S O r

Type your domain (e.g. example.com) GET STARTED WITH A 14-DAY FREE TRIAL
comptars »
. ' Is your domain protected?  mydomaincom Check my domain

EmailTooltester.com



Deliverability Best Practices 2024

1. Embrace permission marketing (even if you CAN-SPAM)

L ggl.ol :zterrc.' pped Podcast, YouTube, @

Hello, Arvid here. Thank you very much for signing
up. Please click this link to confirm your
subscription:

Confirm Your Bootstrapped Founder Subscription

I'm stoked you're here! And | want to make this
worth your while. I'd love to get to know you better.
In fact, | want to write FOR you.

EmailTooltester.com



Deliverability Best Practices 2024

2. Clean your old lists

Manage Recipients

Lists Blocklist Bounces Pr

7,300

Recipients v Search for recipients or groups ... Q New recipient list
TITLE 3 4 9 8 JUALITY GROWTH ACTION
)

EmailToolTester Newsletter Mar 18, 2024, 12:10 AM I 8.789 I * -21%

505

EmailTooltester.com



E Deliverability Best Practices 2024

2. Clean your old lists

TTTTT LAST CHANGE RECIPIENTS

EmailToolTester Newsletter Mar 18, 2024, 12:10 AM 505

EmailTooltester.com



Deliverability Best Practices 2024

3. Keep your list tidy

@‘ OCEAN (, | Email Marketing & Funnels &

Email Marketing Tip:
Get rid of subscribers who haven't opened any emails in over 90 days.

Bonus: This will improve your deliverability.

24 844 View:

EmailTooltester.com



Deliverability Best Practices 2024

3. Keep your list tidy (filter example)

Unengaged contacts filters

Added date
& More than V‘ 180 '\ days v
?

And

Email received

[8 Any type of email "] [M atleast v |1 nmeJ [B In the last v |180 ‘days V]

L Choose which emails

And

Email not opened

LB Any type of email "] [B In the last v ‘180 ‘days VJ

L Choose which emails

And

Link clicked in an email

[B Any type of email "] [M less than v |1 time] [E In the last v ‘180 ‘days V]

L Choose which emails

® And

EmailTooltester.com



Deliverability Best Practices 2024

4.Segment your audience

Email Marketing Crash
emailtcoltester Coyrse: Step-by-Step
Guide

Our email marketing course for beginners — ideal for small
and medium-sized businesses, online stores and bloggers.

Email Marketing

for beginners

It shows you all the steps you need to send your first

newsletter. Best of all, it's free! Sign up to receive your copy
emailtcoltester . .
immediately!

i . *First Name
Grow your online business

with email marketing.

*Email Address

Do you run an online store?*

l ‘ . O Yes
by l O No

Approximately, how big is your list?*

A Step-by-Step Guide Select one
to Email Marketing

[_J I hereby agree to the following terms

GET IT NO

EmailTooltester.com
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Deliverability Best Practices 2024

4.Segment your audience

[#79] EN Interest in Ecommerce =& .
e (2] A ® Status: Active v

Page Visit Page Visit Page Visit Page Visit

g/best-email-marketing-for-woocommerce Contains - /en/blog/ecommerce-email-marketing-strategy Contains - /en/blog/shopify-email-vs-mailchimp Contains - /en/blog/ecommerce-marketing-auto

startpoint #3 startpoint #4 startpoint #5 start

Update contact attribute

ECOMMERCE to Yes

#2

ESPs that offer web tracking: https://www.emailtooltester.com/en/blog/email-automation-software/
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Deliverability Best Practices 2024

6. Encourage engagement

4 EXIT FIVE 4

Be The Expert For Your Ideal Customer
I didn't have a peer group. I didn't have much experience.
But they were writing useful, practical content tailored to help me do my job.

- Here's how to build a budget
- Here's a framework for evaluating marketing bets

Things like that.

That content (quite literally) made me smarter at my job.

Gong helped reps get smarter about sales.

Drift taught a new way of doing marketing (chat vs. lead forms).

This strategy can work for selling into sales, marketing, HR, finance, product,
engineering, etc.

Be the guide on your ideal customer's journey.
That’s the best B2B marketing playbook I know.
But, hey what do I know.

- Dave

P.S. Reply back and let me know if this story resonates with what you’re doing
at your company (or if you have any other examples of what has worked for
you)




EmailTooltester.com

Deliverability Best Practices 2024

7.Keep sending

“By far the most important aim of your newsletter is to
remind current and past trial customers that you exist.”

Steve Mcleod
Feature Upvote

Steve Mcleaod,

Founder, Feature U pyote




Deliverability Best Practices 2024

8. Identify Deliverability Issues - Warmy (free)

1warmy Product~  Freetools~  Resources  Pricing Producttour Signin m

The Placement Test
Test where your emaisare landing n amost any email provider

Unreceived

65% = 5]‘TZM%
Overiew .
> M Gmail T,
G —
> [ Outiook —
> @ Ms3es —

EmailTooltester.com



Deliverability Best Practices 2024

8. Identify Deliverability Issues - Glockapps (paid)

’0
»» GLOCK APPS ./ Steigern Sie Ihre Offnungsrate mit diesem E-Mail-Marketing-Trick £] Email Preview = Seed List o Share
Robert Brandl From: Robert von EmailTooltester <contact@emailtooltester.com> Created: March 08, 2024, 10:29 am
robert@emailtooltester.co.
Brevo (ETT)
Q2 Inbox Insight -
Deliverability Content Analysis 1 Action Steps (3
Dashboare
Reports X
Email Placement Results
S Inbox 2.3% (——
O DMARC Analytics + Tabs 22.0% D
O Uptime Monitor + Spam 73% G
Missing 2.4% @
O  Diagnostics +
B inbox Insight Legacy +
IP Analytics
B usage & Quotas
» IP Reputation 1 Blocklisted X
Help Center
B Fricing Plans » IDNS (77.32.148.2) Pass v

Deliverability Services
» HELO to IP (77.32.148.2) Pass v

Domain Analytics

EmailTooltester.com



Deliverability Best Practices 2024

9. Set up Google Postmaster Tools

Google Postmaster Tools

Postmaster Tools >

emailtooltester.com ~ >

IP reputation ~

Data shown with missing records. Some data may be unavailable.

IP reputation @

100%

80%

60%

40%

20%

Volume of IPs in each reputation group

0%

I Bad MM Low [ Medium M High

14 16 18 20

22 24 26

March 2024 5 7 9 M 13 15 17 19 21 23 25

EmailTooltester.com



E Inbox providers treat reputation differently

Hotmail / Outlook I = IP reputation
—_— Domain reputation

EmailTooltester.com



How to fix a bad reputation?

e Check IP reputation

e Try toidentify the problematic inbox provider(s)

e Create segments of engaged subscribers

e Send an email that fosters engagement (clicks and replies)
e Optional: Contact subscribers

e Optional: Contact inbox providers (see QR code)

e Onceyousee animprovement: increase your email volume

slowly

EmailTooltester.com



cO raisin

Thank you!

Questions?

EmailTooltester.com




