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Why Email Authentication?



EmailTooltester.com

DKI..what?

● SPF: specified a list of allowed email sending servers.

● DKIM: adds a digital signature to the email message 

and verifies the sending domain.

● DMARC: requires either SPF or DKIM to pass. Sets 

policy of what to do when it fails.
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Setup in Brevo (as an example)
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Setup in Brevo (as an example)
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Quick Authentication Check
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Quick Authentication Check
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Deliverability Best Practices 2025
1. Embrace permission marketing (even if you CAN-SPAM)
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Deliverability Best Practices 2025
2. Clean your old lists
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Deliverability Best Practices 2025
2. Clean your old lists
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Deliverability Best Practices 2025
3. Keep your list tidy
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Deliverability Best Practices 2025
3. Keep your list tidy

The open rate can be misleading!

Make sure you also look at clicks and conversions.
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Deliverability Best Practices 2025
3. Keep your list tidy (filter example)
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Deliverability Best Practices 2025
4. Segment your audience
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Deliverability Best Practices 2025
4. Segment your audience

ESPs that offer web tracking: https://www.emailtooltester.com/en/blog/email-automation-software/
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Deliverability Best Practices 2025
5. Encourage engagement
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Deliverability Best Practices 2025
6. Keep sending

“By far the most important aim of your newsletter is to 
remind current and past trial customers that you exist.”

Steve Mcleod
Feature Upvote
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Deliverability Best Practices 2025
7. Identify Deliverability Issues - Warmy (free)
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Deliverability Best Practices 2025
7. Identify Deliverability Issues - Glockapps (paid)
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Deliverability Best Practices 2025
8. Set up Google Postmaster Tools
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Inbox providers treat reputation differently

Hotmail / Outlook

Gmail

IP reputation

Domain reputation
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● Authenticate correctly

● Pick a reputable ESP

● Send emails people want to receive

tl;dr
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Email Deliverability Checklist (free)

EmailTooltester.com/en/deliverability



Thank you!

Questions?

EmailTooltester.com/en/deliverability


